Ely & Caerau Children’s Centre
CONFIDENTIALITY POLICY
Ely & Caerau Children’s Centre
Adaptation note: Text highlighted in yellow should be checked and personalised before the policy is formally adopted.
The work of Ely & Caerau Children’s Centre with children, families, staff, students, volunteers and partner professionals brings us into contact with confidential and personal information. It is a legal requirement for the Centre to hold certain information about the children and families who use our services and the people who work within the Centre. This information may be used for purposes including registers, invoicing or financial administration, emergency contacts, safeguarding, service delivery, children’s records, staff records and other statutory or operational requirements.
The Centre is registered with the Information Commissioner’s Office (ICO) under reference number [INSERT ICO REGISTRATION NUMBER]. The nominated Data Protection Officer / Data Protection Lead is [INSERT NAME / ROLE / CONTACT DETAILS].
All personal data will be collected and processed in accordance with the Data Protection Act 2018 and UK General Data Protection Regulation (UK GDPR). Personal information held by the Centre will be:
used lawfully, fairly and transparently;
collected only for valid and clearly explained purposes and not used incompatibly with those purposes;
adequate, relevant and limited to what is necessary;
accurate and, where necessary, kept up to date;
kept only for as long as necessary; and
kept securely and protected from unauthorised access, loss or disclosure.
This policy should be read alongside the Centre’s [INSERT TITLE OF PRIVACY NOTICE / DATA PROTECTION POLICY AND ANY OTHER LINKED POLICIES].
Maintaining confidentiality and privacy
All records will be stored securely using the Centre’s approved systems and/or in locked storage, in accordance with data protection requirements. [CHECK/INSERT THE SYSTEMS USED, e.g. secure local authority systems, approved cloud systems, locked cabinets]
The Centre will respect the privacy of children, families and staff by:
storing confidential records securely on approved electronic systems and/or in locked filing cabinets;
ensuring that all staff, students and volunteers understand that confidential information must only be accessed, used and shared for legitimate work-related purposes;
ensuring that parents and carers can access records relating to their own child, in line with relevant data protection requirements, but do not have access to information relating to another child or family;
seeking appropriate consent where information is to be used or shared for a purpose that is not otherwise permitted or required by law;
recognising that, through close relationships with children and families, staff may learn sensitive information about family circumstances and must treat this information respectfully and confidentially;
ensuring staff only discuss personal information with colleagues where there is a legitimate need to know, including where it is relevant to safeguarding, wellbeing, additional learning needs, care, education, planning or support;
including confidentiality and data protection expectations within staff, student and volunteer induction and ongoing professional expectations;
making clear that breaches of confidentiality may be addressed through the Centre’s disciplinary or conduct procedures and, in serious cases, may lead to dismissal or termination of placement/volunteering arrangements;
providing appropriate spaces or arrangements for confidential conversations with parents, carers, staff and professionals;
ensuring staff, students and volunteers follow the Centre’s policies and expectations regarding social media, photography, digital communication and online conduct; [CHECK/INSERT NAME OF SOCIAL MEDIA / DIGITAL COMMUNICATION / PHOTOGRAPHY POLICY]
ensuring that employment and personnel matters remain confidential to those who have a legitimate role in managing or making decisions about them;
sharing information with Care Inspectorate Wales (CIW), Estyn, the local authority or other regulatory/statutory bodies where this is required or permitted as part of their functions;
keeping safeguarding information secure and restricting access to those who need to know in order to protect or support the child;
recognising that confidentiality is not absolute and that information must be shared when required to safeguard a child or another person, or where there is another lawful requirement to do so.
Safeguarding and information sharing
The safety and wellbeing of children is paramount. Information relating to a child’s safety or welfare will be handled securely and shared only with those who need the information in order to protect the child or fulfil a professional or statutory responsibility. Where there is a safeguarding concern, the Centre’s safeguarding procedures and legal duties take precedence over an expectation of confidentiality.
Staff must never promise a child, parent, carer or colleague that information will be kept secret where the information raises a concern about a child’s safety or wellbeing. Concerns must be passed promptly to the appropriate safeguarding lead in accordance with the Centre’s Safeguarding Policy.
Retention and secure disposal of information
Personal information will be retained only for as long as necessary to fulfil the purposes for which it was collected and to meet relevant legal, regulatory, accounting, safeguarding and reporting requirements. When determining how long information should be retained, the Centre will consider the nature and sensitivity of the information, the risks associated with unauthorised use or disclosure, the purposes for which the information is held, and any applicable statutory or local authority retention requirements.
Where appropriate, information may be anonymised so that individuals can no longer be identified. When information is no longer required, physical records will be destroyed securely and electronic records will be deleted in accordance with the Centre’s approved retention and disposal arrangements. [CHECK/INSERT REFERENCE TO RECORDS RETENTION SCHEDULE / LOCAL AUTHORITY REQUIREMENTS IF APPLICABLE]
Responsibilities
All staff, students, volunteers and others working within the Centre are responsible for maintaining confidentiality and following this policy.
Leaders and managers are responsible for ensuring that staff understand confidentiality, data protection and information-sharing expectations and receive appropriate induction and guidance.
Any suspected loss, unauthorised access, accidental disclosure or other data breach must be reported immediately through the Centre’s agreed data-breach procedure.
Related policies and documents
Safeguarding / Child Protection Policy
Privacy Notice
Data Protection Policy
Social Media / Digital Communication Policy
Photography / Images / Mobile Devices Policy
Staff Code of Conduct
Records Retention Schedule
Information Sharing / Data Breach Procedure
Review this list and delete, rename or add documents so it matches the Centre’s actual policy suite.
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