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1. Purpose
ECCC is committed to safeguarding children, protecting confidentiality and ensuring that adults remain attentive and professionally present while caring for children. This policy sets clear expectations for personal mobile phones, smart watches, sports/fitness watches and other connected or recording-capable personal devices.
2. Regulatory and policy basis
There is no single National Minimum Standard devoted specifically to mobile phones or smart watches. This policy supports compliance with several 2026 NMS requirements, particularly safeguarding, staff conduct, secure records and confidentiality, and partnership with parents.
· NMS 2026 Standard 20 – Safeguarding
· NMS 2026 Standard 13 – Suitable person
· NMS 2026 Standard 5 – Records
· NMS 2026 Standard 6 – Working in partnership with parents
3. Scope
This policy applies across all ECCC including Nursery, Meithrin, Community room and all CIW-registered childcare provision, including the Baby Room, Daycare 2, wraparound and holiday provision, and applies indoors, outdoors, on walks, school runs and outings.
It applies to all staff, including senior staff, students, volunteers, agency workers and contractors while they are working in or moving through childcare areas. It also sets expectations for parents, carers and visitors.
4. Core ECCC rule: personal mobile phones
Personal mobile phones must not be carried or used by staff while on duty with children.
· Personal phones must be switched to silent and stored securely with personal belongings in the designated staff storage area.
· Staff must not access their personal phone during working time except during an authorised break.
· Staff must not leave children or leave their duty area in order to check a personal phone.
· Personal phones must never be used to photograph, film, audio-record or otherwise capture information about children, families, staff or ECCC practice.
· Personal phones must not be used for messaging, social media, internet browsing or personal calls while staff are responsible for children.
5. Breaks and personal phone use
· Staff may use personal phones during an authorised break only.
· Phone use must take place away from children and childcare/play areas, normally in designated staff areas.
· A member of staff who remains responsible for children is not considered to be on a break and must not access a personal device.
· Personal phone use must not take place in toilet, changing or food-preparation areas.
6. Emergency personal contact
Where a staff member is awaiting an urgent family or medical call, they must inform the Daycare Manager, Holiday Club Manager or Senior of the Day. Wherever possible, urgent incoming contact should be routed through ECCC reception to the staff member's room/area rather than the staff member retaining a personal device.
7. Outings, walks and off-site activities
· Where possible, a work phone should be taken on outings, walks and other off-site activities where telephone contact may be required.
· The outing lead is responsible for ensuring that an authorised ECCC contact device is available.
· Where operationally necessary, an authorised lead may be given specific permission by the Head of Centre / Deputy Head / Daycare Manager to carry a personal phone for emergency contact purposes.
· Any such permission is for operational/emergency use only. The device must not be used for personal communication, photography or recording.
8. ECCC-owned devices and photography
Photographs, video or audio involving children may only be taken using authorised ECCC-owned devices or ECCC work phones and only for an approved purpose.
· Authorised devices may be used for observations, learning stories, assessment, approved communication with families or other agreed ECCC purposes.
· ECCC devices containing children's information, images or recordings must remain under ECCC control and must not be taken home by staff without prior authorisation from management.
· Management and class teachers are authorised to take ECCC devices home but they MUST include 2 step verification and must not be used for any personal administration or personal applications.
· Images and information must be stored, transferred, shared and deleted only through approved ECCC systems and in line with ECCC confidentiality/data-protection arrangements.
· Staff must not transfer ECCC images or information to a personal phone, personal cloud account, messaging service, email account or personal social media account.
9. Smart watches and connected wearable devices
Smart watches and connected wearable devices with recording capabilities are not permitted while staff are on duty with children.
This includes any wearable device capable of one or more of the following:
· linking photographs and videos interactively to a personal mobile phone;
· internet access or use of apps;
· taking photographs or video;
· audio recording;
· sending or receiving information or media;
· remote-control functions linked to a personal device.
Examples include Apple Watch-type devices and other smart watches with communication, notification, internet, camera or recording functions.
10. Permitted sports / fitness watches
A basic sports or fitness watch may be worn where it does not undermine safeguarding, confidentiality or staff attentiveness.
To be permitted, the watch must:
· have no camera;
· have no audio/video recording capability;
· have all calls, messages, app alerts and notifications disabled throughout the working period;
· not be used to read messages, communicate, access the internet or interact with a personal phone while on duty.
If there is any doubt about whether a device meets these conditions, the staff member must remove it and store it with their personal belongings until the Head of Centre has clarified whether it is permitted.
11. Parents, carers and visitors
· Parents, carers and visitors must not take photographs, video or audio recordings within childcare areas unless ECCC has given specific permission for a particular event or purpose. 
· Parents/carers will be informed and reminded before each event that all areas where children are present are designated ‘no phone zones’. Any parent/carer using a phone in these areas will be asked to put it away immediately. 
· Where permission is given for an event, such as a Christmas sing-along, ECCC may set additional conditions to protect children whose families have not consented to photography or recording.
· Concerns about inappropriate device use should be raised with the Daycare Manager, Holiday Club Manager, Deputy Head or Head of Centre immediately.
12. Students, volunteers, agency staff and contractors
The same restrictions apply to students, volunteers, agency workers and contractors while they are working within or moving through childcare areas. The relevant ECCC lead is responsible for ensuring they are made aware of this policy.
13. Senior staff and management use
This policy applies equally to senior staff and managers when working in or supervising childcare areas. A work device may be used where genuinely required for operational, safeguarding or emergency purposes. Any personal-device exception must be authorised and limited to the specific operational need.
14. Social media and confidentiality
Personal devices must never be used to publish, discuss or share confidential or identifiable information about ECCC children, families, staff or workplace matters on social media.
Detailed expectations regarding professional and personal social-media use will be set out in the ECCC Social Media Policy. This policy should also be read alongside the Confidentiality and Data Protection Policy and Safeguarding / Child Protection Policy.
15. Breaches of this policy
ECCC will respond to breaches proportionately, taking account of the nature of the breach, safeguarding implications, whether it was deliberate or repeated, and any risk to children or confidentiality.
· If a staff member arrives wearing a prohibited smart watch or connected wearable, they will normally be instructed to remove it and store it securely with personal belongings immediately.
· An accidental or first-time low-level breach may be addressed through instruction, supervision and/or management action as appropriate.
· Repeated, deliberate or serious breaches may result in formal disciplinary action following the Cardiff Council disciplinary policies and procedures.
· Any unauthorised photograph, video, audio recording, sharing of confidential information, or device use that raises a safeguarding concern will be treated as a serious matter and may be managed under safeguarding and disciplinary procedures.
· Where required, ECCC will notify CIW, Cardiff Education Safeguarding and/or other relevant agencies in accordance with safeguarding/significant-event requirements.
16. Responsibilities
16.1 Head of Centre / senior leadership
· Ensure this policy is implemented consistently and reviewed when technology, guidance or risks change.
· Authorise any exceptional personal-device use for genuine operational/emergency purposes.
· Ensure serious breaches are managed under appropriate safeguarding, disciplinary and notification procedures.
16.2 Daycare Manager / Holiday Club Manager / Senior of the Day
· Reinforce expectations with staff, students, volunteers, agency workers and visitors.
· Address device concerns promptly and consistently.
· Ensure authorised work phones/devices are available for outings and operational needs where required.
16.3 All staff
· Follow this policy at all times.
· Store personal phones and prohibited wearables appropriately.
· Use only authorised ECCC devices for approved childcare purposes.
· Report any inappropriate device use, safeguarding concern or confidentiality breach without delay.
17. Related ECCC policies
· Safeguarding / Child Protection Policy
· Confidentiality and Data Protection Policy
· Positive Relationships and Behaviour Policy
· Risk Assessment Policy
· Outings and Visits Policy
· Staff Code of Conduct / Disciplinary procedures
· Social Media Policy (to be developed)
18. 2026 NMS compliance check
	NMS link
	How this policy supports compliance
	Policy sections

	Standard 20 – Safeguarding
	Prevents unauthorised recording/sharing; reinforces safeguarding responsibility and reporting of concerns.
	1, 4, 8, 9, 11, 15–16

	Standard 13 – Suitable person
	Sets clear staff expectations, forms part of induction and supports supervision/management of staff conduct.
	2–7, 9–16

	Standard 5 – Records
	Protects secure and confidential handling of child information, images and recordings.
	8, 14, 15

	Standard 6 – Working with parents
	Sets clear expectations for parents/visitors and protects privacy while supporting appropriate communication with families.
	8, 11, 14



Direct NMS links:
· NMS 2026 Standard 20 – Safeguarding
· NMS 2026 Standard 13 – Suitable person
· NMS 2026 Standard 5 – Records
· NMS 2026 Standard 6 – Working in partnership with parents
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